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Tech Revolution
Needs Enhanced

Security Solutions

Banks should be looking for Powerful Solutions
for Hold up and Duress protection, Theft and
Robbery, Crisis Management and Response,
and Malware and Hacking Attacks.
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BFSI

referred to
as Banking,
Financial,
Services and Insurance sectors that
include commercial banks, insurance
companies, non-banking financial
companies, cooperatives, mutual
funds, retail, and other entities.
Banks and financial institutions are
generally heavily-protected facilities,
with basic physical security measures

such as armed guards, the bank
vault, and panic buttons in case of
emergency. But banks are also making
use of the latest in security technology
to ensure safety for bank staff,
customers, and their assets. Banking
transactions that can be performed
over an internet network possess the
risk of exposing the client’s sensitive
information.
Banking and financial institutions
need dominant solutions against
theft and robbery, crisis management
and response, and malware and
hacking attacks – resulting in a
strong focus on bridging the network
and infrastructure gap between
cybersecurity and physical security.
Key Concerns of the BFSI Sector

Ashish P. Dhakan
MD & CEO,
Prama Hikvision India Pvt. Ltd.

According to Ashish P. Dhakan,
MD & CEO, Prama Hikvision India
Pvt. Ltd., “India’s banking sector is
perpetually facing major security
challenges related to physical security
risks and online frauds. Most of the
cases that are currently being reported
across India are related to physical
and electronic security incidents.
India’s public and private sector
banks are not well equipped to handle
the threats in real-time scenario in
a proactive manner. Despite RBI
guidelines the security awareness
and compliance remain a big concern
in the Indian Banking ecosystem.
It is clear that new threats demand

renewed attention to Bank and ATM
physical security framework. The
Indian Banks need an urgent systemic
overhaul of their physical security
infrastructure to secure their assets,
customers and business.
The main concern for BFSI security
continues to be the fast changing
technologies, bandwidth issues and
seamless integration of security
solutions at branch level. The
physical security challenges faced
by the bank branches are as follows:
The challenge gets bigger when
the theft physically occurs in the
branch and the incident video data,
including storage device is stolen by
the criminals. The Banks must train
the banking staff on physical security
systems and forensic investigations to
overcome the risks and challenges.
Some of the vital security
apprehensions are as follows:
Seamless Integration of Security
Systems: Bank branches are
spread in multiple states with
different environments, the
seamless integration of security
systems becomes a challenge due
to cost, technology and bandwidth
constraints.
Interoperability: Different brands and
different installation type by vendors
make it very difficult to achieve
interoperability of security systems.

The Cyber Threat intelligence
benefits organizations of all
shapes and sizes by helping
process threat data to better
understand their attackers,
respond faster to incidents, and
proactively get ahead of a threat
actor’s next move.
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Bandwidth Constraints: Bandwidth
Constraint doesn’t allow end-users
to keep all security gadgets in
synchronized manner and monitor
all the devices on one integrated
platform.

Breakdown of ATM machines,
card reader installations, skimmers
rob customers after withdrawal,
customer dispute, unidentified
person withdrawal, burglary of ATMS
machines along with recorders.

Budget Constraints: Budget
constraints sometime force end-user
goes with very economic items and
some branches have very old systems,
which prevents the user to have
clear details/upgraded footage to use
it for forensic analysis or business
intelligence.

Risk Mitigation: The lack of risk
mitigation mechanism and standard
operating procedure makes banks
more vulnerable. The Bank also
has problems like low degree of
intelligence, passive defense and low
efficiency management.”

Multi-Location Issue: Multi-Locations
issue makes it difficult to capture
footages, videos onto the central
monitoring systems.

Aditya Khemka, Managing Director,
CP PLUS says, ‘‘‘It won’t take an
expert to surmise that as the time is
advancing, the world is to witness

Cybersecurity breaches continue
to grow in both frequency and
sophistication for all industries, and
the financial sector is particularly
vulnerable. Financial services firms
fall victim to cybersecurity attacks
far more frequently than businesses
in other industries. Security
breaches lead to lost revenue for
banking institutions, interruptions in
operations and loss of both reputation
and customers.
‘Financial establishments experience
threats from a variety of sources led
primarily by mobile applications and
web portals. Cybercriminals may steal
or manipulate valuable user data and
or clone banking apps in order to use
them for nefarious purposes.
Banking customers are moving
away from using cash and checks
and relying more on electronic
banking to complete transactions.
In response to this shift, financial
organizations continue to develop
more web portals and mobile apps.
Although these apps and portals are
aimed at increasing convenience and
enhancing the customer experience,
they pose unique risks in terms of
cybersecurity’, comments Khemka.

Uniform Maintenance Protocol for
Surveillance System: No uniform
maintenance protocol for surveillance
system is followed by the end-users.
The surveillance systems are not
stable and strong. There is no active
deterrent to stop vandalism or theft of
the systems.
Updates on Hardware & Software:
Low resolution camera, old legacy
systems, poor image quality, limited
storage capacity, lack of clarity
add to the difficulties in detailed
investigations (related to incidents).
ATM Security Awareness: The lack
of ATM security awareness causes
huge loss to bank and consumers.
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an increasing threat perception and
even more targeted and sophisticated
attacks, prone to which is the
Banking, financial services and
insurance sector. As a recent study
has indicated that Indian customers
are more likely to use a mobile
app for banking than customers
in Australia, Britain and the UAE,
these mobile-first customers are
more vulnerable to malware variants
devised to steal personal banking
information by cybercriminals.
Increasing demand for faster BFSI
transactions, particularly the ones
across the border, are being targeted
by cybercriminals.’
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In light of these conditions, the
government of India has been
focusing on public procurement
projects where a preference is given
to the Make-in-India initiative.
Numerous government made mobile
and apps and web portals are also
coming up, so that the public does
not have to depend on foreign apps,
especially Chinese apps and web
portals, which entail a higher risk
of hacking as many of the Chinese
tech companies have been deemed as
working for the Chinese government
or are controlled by it.
In September 2019, a cyber-attack on
Cosmos Bank in Pune, India resulted
in Rs. 94 crore being stolen. In 2016,
Bangladesh Bank, the country’s
central bank, was hacked and the
hackers successfully stole 81 Million
USD. The hackers used the bank’s
SWIFT credentials to transfer money
into various banks across the globe
before the heist was discovered.
Hackers had used a combination
of social engineering and viruses
to obtain employee credentials and

access the bank’s network to make
the transfers. Fortunately, the transfer
of 800 Million+ USD was stopped
after the discovery of the breach.
These incidents make it clear that the
negligence of cybersecurity can have
severe consequences on the banking
sector.
Khemka notes, ‘One key factor in this
regard is the insider threat. Insider
threats refer to current or former
employees who may have been
responsible for security breaches
in an organization. This is a major
issue for banks – in 2015, Morgan
Stanley fired a financial adviser in
its wealth management division who
stole data from 350,000 clients or 10%
of its customer base. In fact, 82% of
financial organizations considered
insiders with legitimate access as the
main threat to cybersecurity.’
‘There are three major attack vectors
that banking institutions and financial
organizations need to consider.
The first is the personal security of
individual members accessing their
accounts, the second is the security of
the tools you build for them to access
their accounts, and third is your own
internal team as they access your
back-end servers and internal network
(as well as the data housed on your
network).

Where you have a higher degree of
control is on the security measures
you build into your web portals
and applications. Using monitoring
and blocking technologies that
protect from things like client-side
JavaScript injection will help ensure
that users aren’t experiencing autoredirect attacks or having login data
skimmed’”, observes Khemka.
As per Kaushal Kadakia, Marketing
Manager, Matrix Comsec, “The key
security concerns for the BFSI sector
revolve around securing banks
and ATMs from miscreants. Every
year, in India on an average 1000+
incidents occur which involve theft
or robbery from the ATMs resulting
in loss of crores of rupees. In spite
of having security deployments like
video management software, still,
financial institutions fall behind
in terms of security to secure their
premises. At present, sensitive areas
like cash counters, locker rooms,
server rooms are at the center of
value for BFSI, there is a constant
threat to storage vaults and server
rooms of the banks where all the
important valuables and documents
are stored. Hence, securing such
places becomes of prime importance
for financial institutions. Furthermore,
the valuables and data are not
manipulated or tampered with, banks

Aditya Khemka
Managing Director,
CP PLUS

The growing adoption
of e-commerce and the
advancement of disruptive
technologies such as AI and
blockchain has increased
the addition of cybersecurity
solutions in a connected
network ecosystem.
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need to assure limited access to such
sensitive areas.”
According to Dr. K. Ramesh, CEO for
Terrier Security Services, “The BFSI
sector deals with the largest bulk of
financials facilitating transactions,
insurance, and other financial
services to the customer. The
increased terror activities, robberies,
identity stealing, and data breaches
are amongst the major reasons driving
the need for physical security in the
banking industry.
This sector has been victim to
huge physical risks, cybercrimes
and terrorism, thereby demanding
increased security measures for the

industry. The growing adoption of
technology, increasing use of internet,
cloud, electronic platform, online
and ATM banking are all together
leading to increased susceptibility to
physical and cyber threats to people,
data, and information of the banking
customers. This is enhancing the
need to implement new and improved
solution for secure transactions in the
BFSI industry.”
As per Sudhindra Holla, Director,
Axis Communications, India &
SAARC, “There is tremendous
opportunity for security solutions
providers in the BFSI sector today.
Everyone has observed the threat
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to security after the demonetization
announcement regardless of whether
it’s at an ATM or a branch. With
increased number of transactions, the
queues at ATMs have also increased
leading to emphasis on improving the
existing security systems.
Some of the key security concerns for
the BFSI sector are as follows –
•

The biggest challenge is shifting
the mindset of the institutions.
Many banks are still dependent
on outdated analog cameras for
their surveillance needs

•

A poor cybersecurity solution
may act as a great obstacle in the
BFSI sector as it might lead to the

leakage of sensitive information of
the bank and the customers
•

Account-related frauds are a
popular security concern for the
BFSI sector. It is important to
prevent hackers from utilizing
banking knowledge to get
access to private data leading to
unlawful transactions”

According to Praveen Kulkarni,
Country Manager, Security, Risk &
Governance – India, Micro Focus),
“Every player in the BFSI sector is
a storehouse of valuable data and
capital, making it a ripe target for
cybercriminals. As a result, the BFSI
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sector is always at a risk of being
targeted by threat actors seeking
petty financial gains. Cybercriminals
are using increasingly sophisticated
threat campaigns powered by cuttingedge technologies, further compound
the security challenges faced by the
financial sector.
The scope of the challenge at
hand is immense. For one, a data
breach is an extremely costly affair,
causing the targeted company to
incur significant financial losses.
An under-defended business risks
losing not only money but also the
brand reputation and customer
trust. Hence, it is high time that all
businesses – not just BFSI players –
start considering cybersecurity not
merely as a nice-to-have part of their
digital transformation but as a critical
business imperative.”
Parthesh Dhaggal, Founder, Enceplon
says, “The key security concerns
afflicting the BFSI Sector are
hacking, cyber threats, unsecured
mobile banking, unprotected third
party devices, constantly changing
threat landscape, inadequate
security, insider risks, money
laundering, phishing, cloning debit
/credit cards, terrorists financing,
cybercrimes, protecting customers
data, regulatory pressures, rising
competition from fintech or financial
technology companies, budgetary
constraints for acquiring new security
technology and global crises. Also,
loans sanctioned without proper
investigations and collateral security
from the borrowers and loan waivers
put the banks financial conditions in
jeopardy and insurance companies
facing with fake claims and litigations.
The BFSI has been bedevilled with
constant attacks from cyber criminals
who use devious means ways to
pilfer bank account and credit/debit
details, user credentials, tax records
and insurance data. The information
stolen from the cyberspace and
employees’ machines can be misused
in various ways.
While wireless devices used by the
BFSI workforce and the storage of data
in the cloud give them more flexibility
to manage their files, they also make
them more vulnerable to cyber

threats. During the recent outbreak
of coronavirus that forced many
employees to work from home using
their personal computers or wireless
devices, the cases of cybersecurity
attacks showed a marked spike.”
Drivers and Restraints of the BFSI
Security Solutions Market in India
According to Dhakan, “The key
drivers of the BFSI security solutions
market, includes increased security
awareness, enhanced threat
perception, rise in bank and ATM
robberies, a growing number of
financial crimes. The key restraints
of BFSI security solutions market
remains a lack of policy framework
and standards, low level of awareness,
budgetary constraints and legacy
technologies and platforms,
interoperability and integration
of various security systems,
cybersecurity and data security
concerns.”
As per Khemka, “In recent years,
revolutionary and evolving
developments in the retail, finance,
IT, security and automobile industries
have provided new skills, automation
and ease of service. However, these
innovations have also emerged as
a dominant force in the growth
of the global threat environment
of bugs, hacks, and malware. The
increasing prevalence of digitization

has caused organizations to rely
heavily on digitized information.
Sharing a large amount of data in an
external and internal environment,
as well as around the globe, has
caused companies to fall victim to
cybercrime across multiple modes of
attack. Technologies like the Internet
of Things (IoT) and new business
models rely heavily on global
digitization for their development.
As the network is getting more
sophisticated, integrated, and holds
more details, the access to the threat
surface has become even wider
while at the same time highlighting
the vulnerabilities in the company
protection framework thus boosting
market growth for cybersecurity.
‘BFSI provides the foundation for
many of the financial exchanges of
all the other sectors. It has become
an integral part of other critical
infrastructure systems and an
essential component of the overall
national critical infrastructure.
BFSI runs in a highly regulated
environment. In various cases,
security incidents occur because of
non-compliance to various standards.
If this happens, the consequences are
severe. Thus, BFSI security is needed
to ensure the long term visibility of
banking and financial organizations
and their data’, says Khemka.

Kaushal Kadakia
Marketing Manager,
Matrix Comsec

Talking about the BFSI industry,
getting away with money on a
gunpoint is limited to just the
movie theatres!
Time and around, the age-old
procedures and patterns have
been shelved; and replacing it
with high-tech solutions that
offer 360-degree security.
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The BFSI security market was valued
at USD 35.3 billion in 2020 and is
expected to reach USD 66.02 billion
by 2026, at a CAGR of 11% over the
forecast period (2021 - 2026). Banks
and other financial institutes are
under increasing scrutiny to ensure
they have the appropriate security
measures in place, especially in the
wake of the numerous high-profile
data breaches that have taken place
over the last few years.
The increasing implementation of
regulatory standards, coupled with
the rise in adoption of cloud-based
security solutions and increasing
modes of online payments is expected
to give rise to advanced security

solutions. This is because the
adoption of cloud-based technologies
has made data more vulnerable to
security attacks. Hackers have begun
using malware, such as Odinaff,
Danabot, Camubot, and Backswap,
to target banks that rely on the
SWIFT network to send moneymoving messages. This has led to
customers demanding more effective
solutions. In countries, such as Qatar,
where significant investments in
infrastructure are being made for
the 2022 FIFA World Cup, banks are
also investing in advanced security
solutions.
‘Cyber protection is often referred
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to as information technology (IT)
protection, emphasizing the need to
secure machines, networks, services,
and data from unlicensed or random
access. Cybersecurity and cyberattacks are becoming more relevant
in today’s changing digital world.
Situations have become critical in
the company due to increasingly
rising theft, fear, cybercrime, risks
and vulnerabilities. As cyber-attacks
have become increasingly significant,
security strategies have also made
progress. Factors such as an increase
in malware and phishing attacks and
an increase in the rate of BYOD and
IoT adoption among organizations is
driving the cybersecurity market.

The global cybersecurity market
is segmented based on offering,
deployment, component, industry
vertical, organization size, and
region. Based on the component, the
market is bifurcated into services and
solutions. The services sector is likely
to grow at a high CAGR in the coming
time. Organizations are recruiting
third-party suppliers for their
protection templates, thus stimulating
the development of security as a
service (SaaS). In comparison, thirdparty suppliers on the market are
giving the clients a reliable solution at
a reduced cost thus boosting market
growth’, notes Khemka.
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Based on offering, the market is
categorized into infrastructure
security, identity and access
management (IAM), data security and
privacy service offering, governance,
risk & compliance, and unified
vulnerability management service
offering. The market for IAM held
almost 25% share of the market in
2019 as the number of cyber-attacks
has risen worldwide, alleviation of
the casualties resulting from these
events has become a major concern in
all industries. Rising cyber-attacks on
small and medium-sized businesses
are likely to fuel demand for IAM and
enterprise security solutions.
Khemka states, ‘Additionally, the
adoption of cybersecurity solutions
is expected to grow with increasing
investments from countries such as
India, Italy, Spain, Canada, Oman,
South Korea, Qatar, and others. Also,
the rising demand for enterprise
security solutions from banks
and other financial institutes is
anticipated to boost the market size in
the forthcoming years.
In the present scenario, security
related to the BFSI sector has
become the primary concern for
the corporate, public and private
divisions. The growing adoption of
e-commerce and the advancement
of disruptive technologies such as
AI and blockchain has increased the
addition of cybersecurity solutions
in a connected network ecosystem.
As per the current market, these
factors will also enormously boost the
cybersecurity market growth in the
coming years.’”
As per Kadakia, “The driver for the
security solutions for the BFSI market
is the rising demand for cloudbased security solutions by financial
institutions. Banks and other financial
bodies are opting for technologies that
are easy to install at the same time
all the data being fetched is gathered
centrally. For instance, cloud-based
video surveillance systems to cloudbased access control systems are
being installed to proactively deal
with potential threats. Another factor
that drives the security solutions for
the BFSI market is the convergence
of their existing security solutions.
For instance, video surveillance

integration with their existing access
control systems gives a boost to
security as institutions are always on
the lookout as they don’t want a single
layer of security for their premises.
Speaking of restraints for the market,
the inability of the solution to
provide central control of the video
surveillance and data to financial
institutions can affect their decision.
Banks usually have a distributed
structure which can be a challenge for
the solution makers to cater to. So, if
the platform cannot provide central
control to the banks or other financial
institutions it can act as a restraint.
Moreover, if the platform is exclusive
to the parent company’s devices and it
is not device and platform agnostic it
might act as a restraint for the buyer.
Another factor that can act as a back
step is the system malfunction which
might make the customer doubt
the reliability of the system. Other
features include the risk assessment
carried out by the customer which
might influence their judgment.”
According to Dr. Ramesh, “The Key
challenges faced in the BFSI sector
are:
•

•

Seamless configuration of users
and assets (CCTV, Sensors,
Access, Fire, etc.)
CCTV monitoring: Camera

failures, incorrect dimensioning of
bandwidth
•

Command Control Centre:
Improper integration, faulty alert
system, obsolete and restrictive
platforms

•

Performance monitoring:
Manage assets effectively with
virtualization and continuous
monitoring for the data load,
quality, and continuity

•

Synchronization through Time
server for ensuring uniform
recording of incidents to avoid
discrepancies between assets

•

Security: Configuring firewall
and maintaining access policies
to safeguard your client data,
ensuring encryption end to end
on a need basis

•

Lack of knowledge of OEMs

Hence, clients outsource security
consultancy, surveys, project
execution or asset maintenance to
Terrier Security Solutions. This
helps them focus on their core
competencies better.”
As per Holla, “Some of the key drivers
of the security solutions market for
the BFSI sector are as follows:
•

Blockchain Technology can act as
a powerful security tool to check

Dr. K. Ramesh
CEO,
Terrier Security Services

Properly applied cyber threat
intelligence can provide
greater insight into cyber
threats, allowing for a faster,
more targeted response as
well as resource development
and allocation.
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unlawful access to bank account
details during transactions
•

Integrated Security Solutions
provide a single platform which
makes it easier to monitor
business operations and also help
in swift notifications and raising
alert in case of a breach

•

Biometrics infused with
technologies like AI and analytics
can help identify patterns of
network activities to detect realtime cyber-attacks

•

Cloud Technology provides a
platform to store huge amount
of data which can be scaled and
categorized”

respond to a threat only after it has
breached the enterprise network.
Even if such a security framework
succeeds in reacting to a cyberattack,
the company may sustain irreparable
damages during the system’s time to
respond to the threat.”
According to Dhaggal, “The
major drivers are nationwide
computerization, digitization, robust
network, increased connectivity,
rapid technological advancements,
compliance of regulatory standards,
cloud-based security, internet of
things (IoT), online transactions,
automated self-operating systems,
1.2 billion mobile user bases across
India, secured payment gateways,

The restraints are legacy technology,
inadequate infrastructure, insufficient
skilled man power, connectivity
problems, many disparate tools in
the system and lack of coordination
among the stakeholders.”
Advantages of Cyber Threat
Intelligence
According to Dhakan, “The Cyber
Threat intelligence benefits
organizations of all shapes and sizes
by helping process threat data to
better understand their attackers,
respond faster to incidents, and
proactively get ahead of a threat
actor’s next move. For SMBs, this
data helps them achieve a level of
protection that would otherwise be
out of reach.”
Khemka says, “‘Machine learning,
AI and big data have been the focal
points of data intelligence and
data-driven culture for years now,
influencing many new technologies
and developments. Data can do
a lot for us, but raw data is only
the product of observation and
entails nothing more than that, it
is an analysis that brings forth the
predictive powers of the data. That’s
the reason why the world has been
turning to data intelligence. As we are
living in the age of data, the explosive
data growth that we are experiencing
is most likely to keep booming.

Kulkarni said, “Businesses cannot
afford to take lenient steps to
protect the integrity of the data in
their possession. To become cyber
resilient, the organizations, need to
have a robust security infrastructure
to protect data against all kinds of
threats, both existing and emerging.
Implementing a useful enterprisegrade cybersecurity framework
involves incorporating a system
capable of proactively identifying
and eliminating potential threats.
However, this ideal scenario is far
removed from the current reality. The
existing security systems deployed
by the BFSI players are designed to
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government’s initiatives, incentives
and cyber-attacks.
Also, rise in adoption of cloud-based
security solutions and increase in
the modes of online payments and
growing penetration of internet in
developing regions. These factors are
stimulating the adoption of connected
devices that enable convenient
and secure financial transactions.
This is encouraging the banking,
financial services and insurance
security market to implement threat
management systems for securing
payment gateways. It further
helps safeguard networks, prevent
unauthorized access by hackers, and
reduce risk of potential malware.
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Data intelligence or cyber-threat
intelligence was introduced because
especially in cybersecurity, the power
to predict future attacks even they
reach targeted networks can help
organizations in prioritizing their
responses, speeding up the decisionmaking process as well as response
time, and in providing better security
altogether.’
Threat intelligence plays a crucial
role in today’s cybersecurity defence
apparatus and must be correctly
understood by professionals
working in the various domains of
cybersecurity, especially those in
security operations centres, dealing
with SIEM like tools or those that
work with incident response teams.
Cyber threat intelligence is what
cyber threat information becomes
once it has been collected, evaluated
in the context of its source and

reliability, and analyzed through
rigorous and structured tradecraft
techniques by those with substantive
expertise and access to all-source
information. Like all intelligence,
cyber threat intelligence provides a
value-add to cyber threat information,
which reduces uncertainty for
the consumer, while aiding the
consumer in identifying threats and
opportunities. It requires that analysts
identify similarities and differences
in vast quantities of information and
detect deceptions to produce accurate,
timely, and relevant intelligence.
‘Threat intelligence, specifically, is
collecting and analyzing information
about the indicators of past, current
and future cyber threats, which
enables an organization to take
actions to protect their assets, network
and the entire organization. It is
imperative to note that the keyword
here is analysis.
Many security advisors while
describing cyber-attacks, mention
the term variant. An attack is a
variant of some other attack that has
occurred before. It will not be wrong
to conclude that most of the attacks
are only derived from other attacks
and that it is not difficult to create
attacks or rather exploits. Hence,
even when compromised systems are
analysed by threat hunters, they find

common suspicious connections or
IP addresses that have the capability
to bypass existing security solutions’,
comments Khemka.
The presence of such artefacts in
compromised systems is nothing
but indicators of compromise (IOC).
Analysis of IOC’s enable security
researchers to understand the attack
and defend their system or network
from similar attacks in the future.
Threat intelligence is based on the
same idea. The goal is to collect
indicators of compromise on national
and international levels from different
sources, correlate them, and send
it to systems like SIEM in the nextgeneration firewalls (NGFW) that
provide real-time analysis of security
alerts so that it is monitored and
examined by security analysis to
take correct remediation steps. This
importance of threat intelligence has
also led to monetary investment by
organizations in threat data.
Khemka states, ‘The process is a cycle
because it identifies intelligence
gaps, unanswered questions, which
prompt new collection requirements,
thus restarting the intelligence
cycle. Intelligence analysts identify
intelligence gaps during the analysis
phase. Intelligence analysts and
consumers determine intelligence

Sudhindra Holla
Director, Axis Communications,
India and SAARC

Blockchain Technology
can act as a powerful
security tool to check
unlawful access to bank
account details during
transactions.
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gaps during the dissemination and
re-evaluation phase.
One of the biggest takeaways of cyber
threat intelligence is the change of
security approach from reactive to
proactive. It brings proactive defence
against any threats that emerge
outside your landscape before they
even hit you. But it can only do
that if it’s relevant, punctual and
actionable. So, data presented in
cyber threat intelligence needs to be
contextualized, evidence-based, and
relevant.’”
According to Dr. Ramesh, “Cyber
threat intelligence has proved
beneficial to every level from senior

executives, such as Chief Information
Security Officers (CISOs), police
chiefs, and policymakers, to those
in the field, such as information
technology specialists and law
enforcement officers. In addition,
it provides value for other experts
as well, such as security officers,
accountants, and terrorism and
criminal analysts. Properly applied
cyber threat intelligence can
provide greater insight into cyber
threats, allowing for a faster, more
targeted response as well as resource
development and allocation. For
instance, it can assist decision
makers in determining acceptable
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business risks, developing controls
and budgets, in making equipment
and staffing decisions (strategic
intelligence), provide insights
that guide and support incident
response and post-incident activities
(operational/technical intelligence),
and advance the use of indicators by
validating, prioritizing, specifying the
length of time an indicator is valid
(tactical intelligence).”
As per Holla, “Cyber threat
intelligence can be beneficial in the
following ways:
•

It can be more cost effective as
Cyber Threat Intelligence not only
detects potential threats but also

comes up with defense strategies
or solutions to prevent the threat
timely
•

•

Cyber Intelligence Threats
helps in better efficiency of
the security team with regards
to identification and nature of
potential threats
Cyber Intelligence Threats helps
in highly minimizing the risks
by identifying new threats and
vulnerabilities”

Kulkarni said, “Technologies exist
today that can help BFSI players
react proactively to potential threats.
This is even more crucial in the
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post-pandemic world as businesses
across sectors have accelerated their
digital transformation, with many
integrating AI-led technologies into
their organizational framework.
However, while automation can
indeed minimize the scope of human
errors, automated systems are not
invulnerable. This is because cyberattackers are leveraging a creative
combination of cutting-edge tools and
methodologies to deploy sophisticated
threat campaigns.
Against this backdrop, organizations
should have an ability to enable
business acceleration through cyber
resilience empowering them to
eliminate a cyberattack even before
it manages to breach the enterprise
network. Through this a cyberresilient organization can adapt to
known and unknown crises, threats,
adversities, and challenges. The
ultimate goal of cyber resiliency is
to help an organization thrive in the
face of adverse conditions (crisis,
pandemic, financial volatility, etc.).
This tech-led intervention can
empower them to optimize process
automation and detect any instance
of the creation of unauthorized
processes or the deviation of an
established process from the expected
workflow. As a result, enterprises can
identify loopholes in their security
systems in advance and patch them
up before cybercriminals can exploit
them.”
According to Dhaggal, “Cyber Threat
Intelligence (CTI) helps organizations
in finding potential vulnerabilities.
This will enable them in building
defense frameworks and strategies.
CTI will also help you in reducing the
potential attack surface area. It will
provide you a deeper understanding
of what is happening in your network.
Cyber Threat Intelligence is beneficial
to enterprises in collecting data
about both current and potential
cyber-attacks. It will help you in
determining the cyber-attacks that
can threaten the security of their IT
assets or organization. It is a security
measure that will protect a company
from security or data breaches.
Besides CTI lowers the risks,
improves efficiency of the security
teams /systems, avoids data breach,

protects network from hacking
attacks. It will also help in minimizing
the costs required for maintaining
network security.

consequences, BFSI companies are
innovating to detect loan frauds and
cybercrimes.

The security team of an organization
gains more knowledge about the
threats that actually matters. This will
reduce the workload of the security
team. You can either implement your
own solution or use cyber threat
intelligence feed. CTI provides with
an in-depth analysis of every cyber
threat. CTI plays a major role in
data protection. Like all intelligence,
cyber threat intelligence provides a
value-add to cyber threat information,
which reduces uncertainty for
the consumer, while aiding the
consumer in identifying threats and
opportunities.”

With the growing IP trend,
Hikvision’s latest Smart Banking
Security Solutions are best-inclass in the market. These include,
Advanced Artificial Intelligence
based Applications Cameras and
Access Control Terminals with Facial
Recognition, Acusense and ColorVu
Cameras with Smart Applications and
All-In-one Intrusion Alarm Solutions.
These advanced surveillance and
security systems offer following
outcomes, which includes, High
Definition Surveillance, Intelligent
Applications, Centralized
Management, and Maintenance
Management.

Rising Trends for Security Solutions

VIP Customer Service

According to Dhakan, “The BFSI
space is now adopting contactless
security technologies faster than ever.
The secure contactless payments are
going to be the fastest growing trend
in the future due to the challenges
posed by the pandemic. Mobile
wallets will be soon more prevalent
than physical wallets. The threat of
financial losses has made companies
innovate in the field of cybersecurity.
To not suffer from reputational
damage and face the regulatory

With a busy bank having large
numbers of people through the doors
every day, it could be useful to be
able to help with customer service.
But it can also be used to help with
customer service. When clients
opt to participate in VIP customer
service programs, facial recognition
technology can give banks accurate
tools to identify VIPs so staff can
provide the right kind of service at the
right time.
When the security around the vault

Praveen Kulkarni
Country Manager, Security,
Risk & Governance – India,
Micro Focus)

Banks are endeavoring to gain
greater visibility over their
tech infrastructure to ensure
that third parties’ APIs and
security architectures do not
leave them vulnerable to being
exploited by cybercriminals.
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needs to be strengthened, there are
facial recognition options too, which
can be supported by a Hikvision
DeepinView camera. If the camera
is connected to an access control
system, it could literally be that only
registered people could enter.
Deep Learning Technology Solution
for ATMs
In an ATM machine, two covert
cameras are installed, one trained on
the user, the other on the ATM panel.
Deep Learning technology embedded
in the ATM security system can detect
any ‘abnormalities’ in the facial scene
in front of it, referring to existing data
patterns. So, if there is another face

video management system, which
brings this part of a total solution
together with all the other elements,
providing a powerful toolset for
security and business intelligence.”
As per Kadakia, “Multiple security
solutions have come to the surface
as banking is one of the sectors that
experience breaches now and then.
In video surveillance solutions, to
proactively deal with threats like
theft of valuable assets, or loitering
IP cameras are being deployed.
Moreover, intelligent video analytics
like missing object detection, motion
detection, intrusion detection is
being used to overcome these threats.
Again, if the miscreants try to tamper

towards implementing contactless
access control solutions. Solutions
like bluetooth-based access control
and QR-based access control,
access control based on palm vein
authentication, face recognition are
being deployed.”
According to Dr. Ramesh, “Using
of remote management tools, and
real time alerts with live video
surveillance are the raising trend in
banking industry.
Some of the key areas are mentioned
below.
•

Safeguarding and securing your
branches

•

ATM’s remote surveillance

•

Bank Vaults

•

Energy Management Solutions

•

Command Central led on-ground
beat patrolling team.

•

Security Audits

Terrier’s Integrated Security
Solutions works closely with
financial institutions delivering
end-to-end security solutions. Our
BSFI solution, security system and
services help institutions to safeguard
their operations against internal and
external threats and fraud, allowing
enhanced protection of employees,
customers, assets, offices, branches
and other on-ground operations.
Our expert assistance in the banks
and financial services industry
ensures to meet or exceed industry
standards.”
in the picture (for example, someone
looking over a user’s shoulder), or
if the person wearing a mask, an
alarm can be triggered in the security
center. Using the same technology,
the security system can also flag if the
number pad is covered with a strip
to steal PIN codes, or if a false card
reader (or ‘skimmer’) is present to
steal card details.
The Deep Learning ‘engine’ here
would be the Hikvision DeepinMind
NVR, which takes the information
from the camera and analyses it while
using Deep Learning algorithms.
This can also ‘manage’ footage, in
conjunction with other NVRs and a
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with the security device like cameras
then, immediate notifications are
sent. As the BFSI sector is more
concerned with indoor security due to
sensitive areas such as locker rooms,
cash counter, and data centers to
handle huge customer database they
opt for Dome IP cameras or Turret
IP Cameras in order to secure their
premises. Again, Bullet IP cameras
act as a line of defense in the external
peripheral environment of the banks
or financial institutions. As in the
case of access control solutions, the
contactless access control solutions
are being deployed post-COVID-19.
With physical contact as a red sign
for banks, the shift has been seen

www.asindia.in

As per Holla, “Some of the rising
trends for security solutions in the
banking industry are –
•

Cybersecurity – A strong
cybersecurity solution is a must
for all banks to prevent data
breaches and thefts

•

New Regulations – Regulations are
necessary for better management
of data and security and data can
act as both a potential liability
and an asset

•

Cloud - Based solutions – Cloudbased solutions are becoming
increasingly popular in the BFSI
sector as it can pose to be more
flexible and agile making it

suitable for banks to open satellite
ATMs and new branches
•

Remote Monitoring - Remote
monitoring is an important feature
of many solutions allowing
unparalleled flexibility for
security directors to act fast and
efficiently during a breach or
emergency”

Kulkarni said, “With the adoption
of digital transformation, the rise
of security concerns has also risen.
Today, most of us use smartphones/
laptops and carry out financial
transactions from our gadgets, office
computers, and the public internet.
Accessing personal information and
data from various devices exposes
us to multiple types of connectivity
risks. Securing data has now become
the most challenging aspect for every
organization today.
To build a complete and secure
footprint, you must convert the
identity, application, and data. All
these three need to be corrected, and
then the overall security framework
needs to be built.
The following are the top existing
and emerging cybersecurity-related
trends in the contemporary banking
industry:
Adoption of zero-trust approach
and multifactor authentication to
minimize risk

Banks are increasingly enforcing
the zero-trust security model to
minimize data loss instances on
account of human error, equipment
failure, etc. This involves providing
only the minimum level of access
to the relevant stakeholders inside
the bank and implementing multiple
authentication levels to ensure
unverified profiles cannot access that
information.
Greater scrutiny of third-party
services
Banks have been collaborating with
third-party service providers to
gain a competitive edge. However,
the increasing collaboration with
third parties is causing the security
environment of banking institutions
to fragment. Considering this,
banks are increasingly monitoring
the cybersecurity practices of their
third-party collaborators. Banks are
endeavoring to gain greater visibility
over their tech infrastructure to
ensure that third parties’ APIs and
security architectures do not leave
them vulnerable to being exploited by
cybercriminals.
Ensuring better visibility by
leveraging proven frameworks
Today, banking operations extend
across-and are integrated into-a host
of platforms and environments, from

Parthesh Dhaggal
Founder,
Enceplon

Cloud technologies also
offer companies the benefit
of serving in geographies
and offering varied products
without having to have a
physical presence.
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public/private clouds and hybrid
architectures to on-premises systems
and IoT devices. Hence, financial
institutions are increasingly looking
for a smart cybersecurity framework
powered by a centralized system that
is intelligent enough to monitor and
detect any suspicious activity across
all platforms and environments.
In this context, we have observed that
enterprises are increasingly leveraging
industry-recognized frameworks to
secure their operations, systems,
processes, applications, and
workflows against the growing
quantum and sophistication of
threats. Our 2020 State of Security

Operations report highlights that 90%
of organisations employ the MITRE
ATT&CK framework to understand
and address attack methodologies
leveraged by cybercriminals.”
According to Dhaggal, “Fraud
Mitigation Solutions, Remote
Monitoring Capabilities,
Cybersecurity Solutions, Biometric,
IRIS Scan, Facial Recognition solution
are some of the rising trends.
Cloud Services in the BFSI space
are expected to become a $32 billion
industry by 2023, bolstered by the
cost savings and efficiencies they
enable for banking and finance
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institutions. Banks and financial
institutions have been key drivers
behind industry-wide CAGR in
the cloud space, and are the single
largest segment that cloud providers
cater to. Cloud technologies also
offer companies the benefit of
serving in geographies and offering
varied products without having to
have a physical presence. With
RBI’s directives of data localization
and government policies towards
digitalization, cloud has been one of
the top BFSI adoption priorities of
2020. Cloud has tremendous utility
in streamlining and cutting business
costs while at the same time helping
bankers to work remotely from home.

Blockchain has become a
foundational technology facilitating
cutting edge innovation. Various
banks have adopted blockchain in the
country. Insurance firms are turning
to blockchain and smart contracts to
bring in more efficiency, transparency,
and security. Blockchain holds
immense potential in transforming
BFSI industry.
Workflow Automation – Automation
follows a consistent trend of
incremental innovation. BFSI firms
are eliminating repetitive tasks
and complex business processes.
Automation is helping BFSI firms
reduce processing times, ensure
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customer support and enable a better
of coverage in intensive manual
activities like auditing.
Automation plays a particularly
important role in today’s world:
social distancing has created a
shortage of available finance sector
workers. Process automation acts
as a force multiplier, enabling
smaller, remote teams to get the
job done. Nearly 90 percent of
all process automation clients
reported increased efficiency after
deployment, while nearly 60 percent
reported a decrease in manual errors
Regulations have been playing a
significant role on how businesses
manage data and security –
especially in the financial sector
– and data can be both an asset and
a potential liability. The GDPR, a
European effort to regulate how
entities that do business with people
protect their private information,
provides a new set of data privacy
rules far more extensive than ever
seen before. It’s a complicated
implementation that security leaders
must look at carefully to ensure
business continuity and compliance.
VKYC – Video KYC is in line with
the RBI notification of recognizing
Video-Based Customer Identification
Process (VCIP) as a method of
customer identification. VKYC is a
cost-effective customer identification
process where the documents
are electronically signed. This
also reduces the chances of fraud
and at the same time fastens the
process multiple times. VKYC can
substantially reduce onboarding
costs, especially for firms handling a
large volume of identity verification
operations. AI-based VKYC solutions
can bring this cost further down.
SBI’s VKYC approach leverages
AI-based OCR (optical character
recognition), enabling document
records to be scanned in straight
from the video call, saving the
customer time and the bank
onboarding costs. VKYC has the
potential to be the innovation of the
year, considering it’s completely
paperless and contactless, just what’s
needed for these times.”

